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Abstract - Virtualization continues to take center stage at IT industry, yet many organizations are finding it 

difficult to secure virtualized environments. Security is a critical component in the growing IT system 

surrounding virtualization. Many organizations find the security challenges associated with virtualization to be a 

major hurdle, companies of all kinds across all industries are looking towards addressing business and security 

needs in the virtual infrastructure. There are many research work done before about how to check the 

compliance status of the cloud platform, not of the virtual machines running on the platform. This paper 

proposes the security framework for multiple heterogeneous virtual machines which assess the compliance 

security of the virtual machines. In this paper we make use of REST APIs, using which we create remote session 

on the virtual machines and fetch the machine values which will be parsed to get the required values for 

assessment.   
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I. Introduction 
In today‟s world of fast growing technology which expects good reliability, performance, scalability, cost, 

agility, security and few other important characteristics, cloud and virtualization has taken its stake compared to 

other traditional systems by far. This has resulted in drastic increase in the number of cloud vendors. The fact 

that the vendors are increasing on day to day basis has helped the customers to compare among the vendors 

based on the above mentioned characteristics and select the more appropriate vendors which suits their system. 

But to compare among the vendors it is very difficult because the cloud computing is not completely 

standardized which means there are no certain standardized method to build the system. This applies to security 

compliance too, where we do not have standard set of security policies based on which the system has to be 

developed. One of the major security obstacles to widespread adoption of cloud computing is the lack of near-

real-time audit ability [1]. And also the terms such as “risk,” ”threat,” and “vulnerability” are often used as if 

they were interchangeable [2]. 

Cloud vendors should follow some standardized form of development process which abides by rules and 

policies given by the security rules vendors of industry standards such as HIPAA [3], PCI etc. The most 

important concern with cloud computing and virtualization is the various security issues. Although all major 

cloud vendors provide security measures for their respective clients, it is highly impossible for a client to 

compare and verify the security measures provided by different vendors under common security policies. 

Taking this issue into consideration, Cloud security alliance (CSA) [4] has developed policies and guidelines to 

facilitate a common and secure interface through which a cloud provider is able to provide security information 

to their clients. Cloud audit is one such framework developed by CSA as a part of the Governance, Risk 

Management and Compliance (GRC) stack. Cloud Audit mainly focuses on providing a common interface for 

the auditing process for cloud vendors. Cloud control matrix (CMM) [6] is developed to guide cloud vendors 

and its clients to assess the complete risk factors related to a particular cloud vendor. The other industry 

accepted standards are ISACA COBIT [7], HIPAA [8], PCI DSS [9], ISO [10], and NIST [11]. 

 The policies and framework provided from Cloud Audit and CCM are used to check the security 

compliance of the system in which the related information flow from a cloud vendor, and there are also methods 

to check how to automatically generate this compliance-related information [12]. But one thing which is still 

under research is a generic framework which will allow clients to check for the security compliance of their 

multiple systems such as windows systems, Linux systems as well as virtual systems. In order to develop a 

generic framework for the security-compliance assessment process of multiple heterogeneous systems, we have 

used various techniques that will allow us to obtain the required information. 

This paper also includes the following sections: Section II introduces the background for issues in cloud 

computing and security compliance. Section III gives an overview of the system architecture. Section IV gives 

detailed flow of the proposed architecture. Section V, we briefly discusses two test cases that we have 

implemented as proof-of-concept.  In section VI, we present algorithm in section VII we discuss related works 
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in this field. Section VIII discusses analytical perspectives on the developed solution.  And finally in Section XI, 

we conclude our paper along with some suggestions for future work. 

 

II. Security issues and Compliance check 
There are number of security issues such as data security, trust, network traffic, multiple cloud tenants, need 

for better access control, identity management etc, in this section we try to understand what exactly is security 

compliance is all about. In the words of Bruce Schneier [13]:  

“Computer security is a 40-year-old discipline; every year there's new research, new technologies, new 

products, even new laws. And every year things get worse”.  

This definition of the computer security gives and brief idea of how rapidly the change is happening in the 

technological field. Hence there is significant necessity for developing the system which is highly secured and 

compliant to the industry standards.  

The Webster Dictionary defines compliance as: "conformity in fulfilling official requirements". 

This paper focuses on security compliance for multiple heterogeneous machines. IT security requirements 

can be classified into two types [14]:- 

i)  Functional requirements, which require some functional security feature such as mandatory access 

control, and 

ii)  Assurance requirements, which specify the evidence needed to establish that the functional requirements 

are met.    

According to Klaus Julisch, IBM research the definition of the security compliance problem is as follows: 

“Given an existing IT systems S and an externally imposed set R of security requirements, the security 

compliance problem is to make system S comply with the security requirement R and to provide the assurance 

that an independent auditor will accept as evidence of the compliance of system S with requirement R".   

We can summarize this as every IT system irrespective of the kind of machine it is such as windows, Linux, 

virtual machines, every machine should be compliant to the industry standard set of rules and policies given by 

the vendors such as HIPAA [8], DISA, PCI [9], ISO [10], NIST [11] [23] etc, which guarantees by far how 

secure the system is and what are the remediation‟s that are to be done if not compliant.    

 

III. Difficulties in developing a generic framework 
There are so many research works that are going on regarding the security compliance and building the 

framework to support the security check based on the industry standards. But there are complexities in 

developing a generic framework since we have to follow the guidelines given by different vendors. 

 There are no standard set of generic rules to be followed. 

 Very little guidance for implementation in the standards. 

 Fetching data/information from different systems requires different methods. 

 Correctness of security compliance. 

The challenges and difficulties mentioned above are basic and generic problems that we have to address while 

developing the generic framework. There are more complex challenges and difficulties that arise when 

considering cloud and virtual machines. We propose a generic framework which will assess the compliance of 

traditional machines as well as virtual machines. The block diagram is as shown in the fig.1. 

 
 

IV. System Architecture 
Fig.1 represents the system architecture that we have developed to build a generic framework for assessing 

compliance of multiple heterogeneous machines. The main components of the proposed architecture are as 

follows: 

1) User: - User refers to both admin and the client who starts the process of assessment of the multiple 

machines. 
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2) User Interface: - UI can be built using JAVA, in which we give textboxes to enter the credentials and a 

button to click for assessment check. 

3) Virtual Machines: - Machines may be any virtual machines, windows machine, Linux machines that we 

are trying to connect and create a remote session on that machine. It may have „n‟ number of machines. 

4) APIs/Scripts: - Session creation is done by using some APIs given by the vendors as well as by making 

use of scripts written using Power shells, Power CLI, Perl scripts [19] etc, 

5) DOM/SAX Parsers: - Fetching the required information from huge data that we get after using suitable 

APIs has to be parsed according to the rules and policies of industry standards. DOM and SAX parsers 

are the best available parsers [20] [21]. 

6) Database: - Database is used to store the values that are fetched from the system and also to store the 

log.  

7) Comparing framework: - After the process of parsing and fetching the required information, we have to 

compare the values with the standard values given by the policy/rules vendors such as HIPAA, DISA 

etc, 

8) Report Generation: - The last part of the assessment process is generating the compliance report which 

says whether the system or machine is compliant on particular rules or not. In this project we display 

the report in the form of HTML page which gives the pictorial representation of the result. 

As represented in the figure, we can use different approaches to create a remote session with the 

machines such as using APIs like REST APIs which uses HTTP protocol for communication [18], java 

APIs, and we can do the same using scripts such as Power shell scripts, Power CLI scripts, shell scripts etc, 

The workflow of the REST is explained in this section in which we make an 1) HTTP request normally 

GET, PUT, POST, and DELETE. The target of the given request will be either a well known URL or the 

URL obtained from the xml response to an earlier request. 2) HTTP response includes a body, usually the 

response body will be the xml representation of an object, which includes elements and attributes that 

represents particular object properties also the links that implement operations on the object or provide 

references to containing objects. The response also includes HTTP response code, indicating whether the 

request succeeded or failed, and might be accompanied by a URL [16]. 
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V. Phases of Algorithm for assessing compliance 
Step 1: - User credential authentication 

The user credentials for the multiple machines are given by the clients, the process initiates in this manner 

and followed by authentication of the credentials. If the username, password, IP address are given correctly by 

the user only then the process starts. 

 

Step 2: - Creating the remote session on the machines 

The second step is creating the remote session with machines whose credentials are given by the customers. 

To create the remote session we use APIs, scripts etc, from which we try to fetch as many information such as 

network security, storage security, data security, system security etc 

 

Step 3: - Select the rules and policies given by industry standards 

Selecting the different rules and policies given by the industry standards on which the assessment has to run 

will be done in this step. High priority rules are selected which we later implement. To implement the rules we 

write scripts through which the job is done easier compared to other methods. 

 

Step 4: - Fetch the information from remote machine 

After creating the remote session we fetch the system values regarding the network, storage, system 

security. This information that we fetch will be used to compare with the standard values and assess the 

compliance.   

 

Step 5: - Parsing and validating the information 

The information that we fetch will be huge and we have to parse only the required system values and to do 

this we use DOM/SAX parser where we write java code to parse the required information. 

 

Step 6: - Assessment framework 

After parsing the required values we compare those values with the standard values and check whether the 

system is compliant to those standard rules given. 

 

Step 7:- Progress details 

During the whole process the progress of the assessment is shown to the user which indicates the 

percentage of process completion, machine on which the assessment is going on at that particular moment, the 

rules being assessed and so on. 

 

Step 8:- Assessment report 

The final step of the assessment process is generating a result report, we have developed a HTML report 

where we make use of java scripts and display the result through HTML page. 
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VI. Flow Chart for Assessment 

 
Fig. 3 Flow chart 

 

The fig. 3 represents the flow chart for the development of generic assessment framework, where we have 

the flow of the whole process starting from connecting and creating a remote session and fetching all the 

required information, comparing with the standard values and generating the compliance result. 

 

VII. Results and Comparison 
For the sake of demonstration we have implemented our framework on three heterogeneous virtual systems 

which are related to different industry standards rules given by HIPAA, PCI, and so on. The graph represents the 

number of rules that are compliant with the standard values given by the vendors. As we can see in the fig.4 for 

use case-1 there are 3 cases in which the first virtual system shows that there are 28 rules out of 40 rules selected 

which are compliant and rest 12 are not compliant. Similarly, the second virtual system has 25 rules and out of 

which only 13 are compliant and third system has 12 rules in which 10 are compliant. For use case-2 as in the 

fig.5, we have 5 machines in which the number of rules implemented for each machines are 15, 40, 10, 25, 30 

respectively and rules which are compliant to the industry standards are 12, 24, 7, 16, 24. 
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Fig.4 Graphical representation of use case-1 

 

 
Fig.5 Graphical representation of use case-2 

 

VIII. Discussion 
Data security in the world of virtual system and cloud computing has a vast research going on all over the 

world [22]. There are few frameworks which assess the security compliance of the cloud systems but there were 

no generic frameworks as such. The generic framework has benefited the client in many ways where 

tremendous amount of work load is reduced by allowing the customers to check for the compliance of their 

multiple heterogeneous systems at one shot. Let it be a virtual cloud, virtual machines any virtual 

infrastructures. The clients can be aware of the security related issues in their organization and can have a failure 

free organization. The framework allows the customers to check the whole system compliance at once it 

becomes cost effective too whereas before in order to check for the security compliance of their organization the 

clients had to use different tools for different systems. In these many ways the generic framework for 

compliance assessment has benefited the users. 

The framework that we have explained in this paper gives the user the report which indicates the number of 

rules for which the system is compliant. What to do for those rules for which the system is not compliant? 

Hence this becomes scope for future enhancement where we have to develop a framework which enforces the 

client to change the system values such that the system becomes compliant to all the rules given by the industry 

standards. And also the remediation can be taken up as a future scope where the admin has the power to change 

the values when he comes to know that the system is not compliant on particular rules. 

 

IX. Conclusion 

In this paper we have presented architecture to build a generic tool/framework for assessing the compliance 

check on multiple heterogeneous systems. We started with mentioning the security issues and introduction on 

compliance check. Later in the paper we discussed the difficulties in developing a generic framework for 

assessing the compliance of the system. The architecture for the generic framework gives the core components 

involved in building the framework such as REST APIs, Power CLI scripts, parsers, comparing frameworks, 

Java scripts, HTML and so on. Later we have presented the algorithm and the flow chart for the framework 

development where we can see the step by step procedure of the whole process. Next we compare the results 

obtained from the use cases that we have taken to demonstrate the compliance check on multiple systems. 
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